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AN EFFICIENT AND SECURE SESSION KEY ESTABLISHMENT SCHEME
FOR HEALTH-CARE APPLICATIONS IN WIRELESS BODY AREA NETWORKS
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ABSTRACT

Wireless Body Area Network (WBAN) is special breed of Wireless Sensor Network (WSN). Due to the increasing
interest and the tremendous advancement in miniaturization and sensor technology, WBAN has emerged as an active
filed of research. WBAN has many unique applications especially in medical and health-care. This kind of network
provides support in on-the-spot decision making and therapeutic treatments. However, one of the main issues with
WBAN in medical applications is security and patients’ information privacy. In such applications ensuring human
vital sign privacy and security is very important. To address this important issue, in this paper we propose a novel
secure session key establishment scheme for WBAN in health-care domain to ensure security and privacy of vital
sign related to human body. In the proposed scheme, session key is established for a specific period of time in order
to communicate important data related to vital signs of patients’ health securely. Hence, on the basis of this reliable
and secure data transmission, efficient required medical decision can be taken. As a result, on the spot health-care
operation can be performed by utilizing different health-care units. The proposed scheme is dynamic in nature, i.e.
if a node in the network is compromised or a new node joins the network, the process of session key establishment
is re-initiated. The proposed scheme has been evaluated through extensive simulation, and the results are compared
with an existing scheme. The simulation results show that our scheme is efficient and cost effective in terms of
communication and computation cost, and key establishment delay, hence conserves energy and enhances security.
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INTRODUCTION

Due to the rapid advancement in technology, the life
style of people is changing tremendously. Among these
technologies one new recent and important is WBAN.
This specific type of Wireless Sensor Network (WSN)
changes the way different activities are performed.
WBAN have many significant applications such as
assisted living, medical diagnosing and sport examination.
Wearable technology analyses body status and ensures
quality of life efficiently. This new approach is now-a-
days adopted in broad range of fields. On medical side
small bio-sensors (sensor designed for human activity
monitoring) are attached with human body or planted
with human body, which sense vital signs (important
data sensed from human body) and send them to the
medical server for medical analysis, where physician
take advantages from these information in diagnosing
different medical treatment (Cho et al, 2016; Lee et
al., 2016), as shown in Figure 1. WBAN related to
health-care is helpful in a large number of treatments.
for instance: Blood Pressure (BP) monitoring, glucose
level monitoring and heart rate monitoring, the collected

data are then send to medical server for further analysis.
Medical applications of WBAN are increasing day-by-day
because these networks can easily be configured in such
environment. Apart from medical applications WBAN
can be configured for home assistance, smart nursing
and sport analysis (Khan et al, 2009).

A new vision of this era is HBC (Human Bound
Communication) for future telecommunication will
open new opportunities to communicate sensory data
efficiently (Re et al., 2016). WBANSs are different from
WSN because of their distinguished requirements and
the IEEE standard for WBAN is IEEE 802.15.6 (IEEE
standards 2016), where specifications are identified for
this low power small devices, there communication range,
protocol structure, and bandwidth. The importance of
WBAN are realized from a current survey which show
that the US current health-care expenditures are 17.9 %
of the GDP and will grow up to 20 % in the next coming
years (Re et al., 2016). There are many issues and chal-
lenges related to WBAN. However, security has always
been the main issue related to WBAN, but due to limited
resources the schemes proposed for wired network such
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as RSA (Rivet-Shamming-Adleman) and ECC (Elliptic
Curve Cryptography) are not directly applied in WBAN
(Movassaghi et al., 2014). WBAN have features like
mobility of nodes and the data they collected are very
sensitive. So, there is need that authorized entity must
access the patient personal information’s.
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Figure 1: Architecture of Wireless Body Area Network.

In WBAN, security can be ensured at different levels
1.e. hardware level and software level, and various tech-
niques and schemes has been proposed for both levels
over the time. The hardware level security is difficult
and expansive, while software level security schemes
are more effective, especially in health care applications
(Dimitriou et al., 2008). Security against different kind
of issues and threats are provided to WBAN in different
ways but cryptography is a very efficient way to secure
information in WBAN. Most of the focus in this network
is vital sign security and privacy keeping low energy
consumption in mind (Zhouzhou and Wang 2016; Hu
et al., 2016; Zhou et al., 2016). For instance, symmetric
cryptography which uses same key for encryption/decryp-
tion is energy efficient but does not provide sufficient
security to information related to WBAN. Asymmetric
cryptography schemes are very efficient in terms of
security. But the main problem with asymmetric cryp-
tography is high computation and communication cost
(Zhouzhou and Wang 2016; Hu et al., 2016; Zhou et
al.,, 2016; Hu et al., 2016). So most of the asymmetric
schemes proposed for key management in WBAN are
(Re at al.,, 2016) expensive in term of cost i.e. more
communication cost, communication overhead, and have
more key establishment delay. Because RSA have key
size is 1024 bits and ECC have 160 bits’ key. In order
to reduce energy consumption for WBAN and provide
high or same level of security, in this paper a novel key
management scheme has been proposed. The proposed
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scheme consumes less resources of WBAN, because
un-wanted major operation (Asymmetric cryptography)
are reduced and trust levels are created among bio-sensors
involved in the operation.

The rest of the paper is organized as follows: Section 2
describe the related work, section 3 explain the proposed
scheme in detail. In section 4, evaluation and results are
discussed, and the paper is finally concluded in section
6 with directions for future work.

RELATED WORK

In the related work we have reviewed the most
relevant and state-of-the-art solutions and schemes. In
related research study some significant schemes are
identified which contribute to improve the security of
WBAN. However, traditional security schemes are not
directly adopted for WBAN, because of limited resource.
These schemes need to be used at optimum level for
energy efficiency.

A bio-metric key establishment Method is also
proposed in (Yao et al., 2012). In this work, keys are
generated from ECG (electrocardiogram) signal for secure
communication between bio-sensors and gateway. This
type of key is random, long, and unique. This method
generated multiple and non-likable key for WBAN from
same ECG signal. (Eldefrawy et al., 2010), proposed a
new scheme for secure key management in WSN with
rekeying phase based on public key cryptography. The
structure of the proposed scheme includes Sensor Node
(SNs) and Gateway and the deployment of network is
Mesh in nature. There are three steps in proposed algo-
rithm, in first step all node and gateway are loaded with
fre-session key, then in second step key agreement is
perform on base of random number generated from each
sensor i.e. R (Si) and then Gateway initialized a session
key from all received encrypted random number i.e. G
(S key) = R(S1+S2+S3+... Sn), and communicate this
session key securely with all group nodes. The last step
in this scheme is the steady state phase where rekeying
are perform. Re-keying is performances when a node
is compromised or a new node join the network. Let
us consider a node Si generate a new random number
ri” and then concatenate this random number with its
id and with it key which is ri and then encrypted with
shared secrete key. If the node is new it authentication
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and validation will not be possible. Then new session
will be established. Kumar et al., (2011); proposed a
user authentication scheme for wireless medical sensor
network. In this research work two factor (smart card and
password) user authentications are suggested in which a
user is authentication before entering to the environment.
After the process of authentication registration of user is
carried out i.e. a smart card is to user by trusted entity.
Smart card includes secret vale through which a user
i.e. medical professional login to medical environment.
Then a secure session is established between patients
and the medical representative. a bio-metric base key
management scheme is proposed by Razzi et al., (2010);
in which four type of key are used for WBAN. Which
are communication key, administrative key, basic key and
secret key. The proposed scheme is based on symmetric
cryptography. But there is less opportunity for malicious
node to access the network. The communication cost is
high because each node directly communication with
medical environment. Similarly, WBAN perform indoor
outdoor health care monitoring securely at both side with
minimum energy consumption. Ahmad et al, (2015);
proposed a scheme which address communication and
security requirement. The author suggests data flow
model between different entities involves in medical
healthcare. The model is also check model checker and
compare with existing scheme. Salehi et al., (2016);
proposed a scheme which generate 128 bit secret key
for communication and improve quality of life. Apart
from symmetric encryption, the alternate schemes which
are based on asymmetric encryption are highly secure
and suitable for dynamic environment. Many authors
proposed schemes which are based on asymmetric
encryption. Each addresses many advantages of these
schemes. Asad et al., (2012); proposed a hybrid key
management scheme for WBAN, the scheme provide
greater security, and suitable for dynamic environment,
the proposed scheme consist of three phase, which is
key pre-distribution, key establishment and rekeying.
The scheme consumes greater resources of WBAN,
because no clustering is used in this scheme. Majidi et
al., (2011); identified that symmetric key management
scheme consumes less energy of WBAN, but the main
problem with them is that, it is not so much secure to
cope with medical application to ensure the privacy
and reliability. Similarly, asymmetric key management
techniques are highly secure which ensure confidenti-
ality, but the cost require for Asymmetric scheme are
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high cost because of long key size of these schemes,
such as RSA and ECC. So, the hybrid scheme will be
most accurate choice which is proposed in this research
work. Which are simulated and analyze, and conclude
from the result that the hybrid scheme is energy is cost
effective and also reliable to ensure the requirements of
medical environment. Ertual et al, (2005), adopt a new
approach based on ECC algorithm. Where basically two
different schemes are combined for reliably and energy
better performances which is threshold cryptography
and ECC, as we know that threshold cryptography is an
efficient approach, which provide the facility of secure
key management. The scheme creates trust among the
communication environment more important for reliabil-
ity and privacy and then key management is performances
based on ECC. The key management message is deliv-
ering among n nodes who want are involve in message
transmission. The K receives recover the original message
and secure way is established between the participant
nodes. Further the splitting of data/message is perform-
ing before encryption and at receiver side the splitting
cipher text after encryption is perform. It is concluded
from the comparison with RSA that ECC give efficient
result then RSA. The main problem with the proposed
work is that the process is very complex and requires
more resource. But the idea is more attractive and we
apply this in WBN environment for better performance.
Sahana et al., (2011), proposed a scheme base on RSA
for securing Wireless Sensor Network. As we know that
RSA Algorithm have long key size so the communication
and computation cost must be high. In propose work the
author suggests that the Cluster head doesn’t involve in
encryption/decryption. But this approach is efficient for
less number of nodes. If we increase the number of nodes,
then cluster head will be overloaded. Here in research
work it is stated that Cluster Head (CH) perform only
routing the aggregated data to the destination. A scheme
for efficient anonymous authentication for wireless body
area networks was developed which is based on elliptic
curve key management scheme. The scheme involves
three steps initialization, registration and authentication
(Zhao et al., 2014). The author stated that the propose
scheme ensure protection against many security threads
and attacks. Another access control scheme based on
ECC for WBAN was developed by Chatterjee et al.,
(2014), in the proposed scheme security against many
well know attacks are ensure, such as node capture attack,
denial-of-service, masquerade, stolen-verifier, replay, and
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man-in-the-middle attacks etc. the propose scheme having
the capability to cope with dynamic environment. Also,
the password is locally changed without the intervention
of Base Station (BS). The proposed scheme is efficient
in term of communication and computation cost. This
scheme is complex and consumes maximum energy of
WBAN. The ECC based schemes for secure and efficient
key agreement are very effective in term of security as
well as efficiency. Lee ef al., (2014); proposed an ECC
scheme for secure session key establishment, which
involves three steps, which are setup, registration,
verification and finally the key exchanges. For user
identification SIM card number is used, which is the
number of the device places on patient body like smart
phone, through which private key is generated by legal
user. This approach prevents different attacks such as
reply attack. Because every message has unique counter
number assign to it. But there is no such information for
re-configuration of the scheme in cause of some change
occurs in the environment.

After all the discussion of securing WBAN especially
for medical application, there is a need that the patient
privacy and reliability must be preserve. In remote
monitoring of certain environment, through WBAN face
many non-avoidable challenges (Gurtov et al., 2014). For
secure authentication and Key agreement cryptographic
based schemes are proposed, which provide against
many kind of well know attacks as well as improve
efficiency (Chaudhry ef al., 2015). Schemes previously
proposed by different authors have significant contri-
bution, but still there is need to address and solve key
issues. Most of previous works are not energy efficient.
And the security can also be improved by using CDLP
(Complex Discrete Logarithmic Problem). We proposed
a novel scheme for secure and efficient key agreement
in WBAN. Propose scheme consume less resources
of WBAN and provide sufficient security to vital sign
related health-care individual.

In the next section we explain the proposed scheme
in detail.

PROPOSED SCHEME
In this section, we propose a novel secure key

management scheme for session key establishment for
medical application in WBAN. The proposed scheme

12

ISSN 1023-862X - elISSN 2518-4571

ensures the security requirements with relatively less
energy consumption for WBAN. Our scheme aims to
minimize the high computation cost of asymmetric cryp-
tography, and also achieves improve level of security.
We adopted complex public key cryptography in our
proposed scheme for session key establishment which
improve the security of WBAN. The numbers of major
operations i.e. asymmetric cryptography operations
involve in our scheme are reduced. So, the only major
operations is between CH (Cluster Head) and Gateway.
All other cryptography operations among biosensors are
miner operations i.e. which are based on symmetric key
cryptography as shown in Figure 2.
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Figure 2: Topology of the Proposed Scheme.

Table 1: Proposed Scheme Notations

Notation Description
q A large prime number (q > 25'%)
b b is a complex number of Order (b > 251?)
d,, Gate way GW private key
P. Gate way public key
d, Patient P, private key
P, Patient P, public key
. Random number generated by sensor S,
PS, Pre-session key
. Session key
S Randomly selected number by CH
- Random selected number by gateway
CH, Cluster head i
E, Encryption with key k
D, Decryption with key k
CDLP Complex Discrete Logarithmic problem

A. Terminologies and Notations

In the proposed scheme we used the following list of
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notations in our scheme as given in Table 1.
B. Steps in the Proposed Scheme

Proposed schemes consist of our major steps includ-
ing key pre-loading, cluster head selection, session key
establishment and re-keying. In the next subsections, we
will further explain these operations step by step.

B.1 Keys Pre-loading

The first step is key pre-loading where keys are pre-
loaded to each sensor S, and GW. Each S, is preloaded
with its own public and private keys as well as the public
key of gateway, and. Also the GW is also pre-loaded
with its own private and public keys and the public
key of all sensors. Table-2 shows the keys pre-loaded
to sensors and gateway.

Table 2: Keys Pre-Loading

Gate way Sensors S, on patient PEi
d., PP, Pd.,P.

ew’ — gw’ ~ pi aw’ “pi®

B.2. Cluster Head Selection

WBAN are made from small bio-sensors, these small
devices have limited resources i.e. limited energy, and
limited processing capability.

Biosensors are fixed in or with human body in such a
way that they formed ultimately a cluster because all the
biosensors are in the communication range. The cluster
head is elected according to LEACH protocol (Asad and
Chaudhry, 2012), in our proposed scheme. The CH is
chosen for specific time. The patient is considering as a
cluster because we want to save the energy of WBAN.
This concept has significant advantages in order to save
energy of the network, and is necessary for energy aware
routing in WBAN.

B.3 Session Key Establishment Phase

Session Key Establishment is the important phase
of our proposed scheme, where the proposed scheme
algorithm and methodology are stated. The detail steps
show how the session key establishments for WBAN are
carried out. Following are the steps how our proposed
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algorithm operates. For further understanding the network
specification and scenarios of the proposed scheme is
highlighted in Figure 2 below.

)
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Generate session keys
and encrypt with pre
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Figure 3: Network Specification and Scenario of the
Proposed Scheme

Following are algorithm steps of our proposed scheme,
where different steps are given.

I Ch - Gw Ep,, (PS, || h(PS,)) ie. =PS, =
R, XOR T,

2 GW Ddgw (PS, || h(PS,))

3 GW—CH, E, (S, || h(S,) ie.S,=PS XORt

4 CHi DPS, (S, || h(S)
5 CH, - S, EP_ (S, || h(S)
6 Si Dd_ (S, || h(S,)

The proposed schemes are further elaborate through
scenario in the Figure 2. Which show how session key
are actually established and how the communication are
perform between biosensor, cluster head and the gateway.
CH head generate a random number r; and consider it
the pre-session key PS,. CH then calculate hash of PS,
i.e. h (PS)) and encrypt PS_| h (PS)) with the public
key of the gateway i.e. P And send this payload to
the Gateway. Gateway decrypts this with his own private
key i.e. dgw. Hash of PS are again calculated by GW
and compare with the receive value of hash for integrity
checking. If the results are same, the integrity is ensured.
GW generates a random number of its own and XOR
of its own generated random number with receive PS,.
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Which is the actual session key (S, = PS, XOR )
GW calculate hash of the of S, and concatenated it S,
and encrypt this information with PS, and send back
to CH. CH decrypt it with PS, calculated hash of S,
and compare it with received hash value for integrity
checking. The session key i.e. S, are then further send
to each biosensor incorporate in WBAN. CH encrypt
S, I h (S,) with Pm which symmetric key between all
biosensor. Whenever biosensors receive the information
they calculated again the hash of S, for integrity check-
ing. In this way session key S,_are communicated to all
nodes incorporate in WBAN. The scenario of the whole
scheme is given the following diagram.

B.4. Rekeying Phase

This is the last step of the proposed Session Key
Establishment scheme. Which are initialized whenever
a new node joins the network or when a node is died
or compromise? Rekeying process is performed in same
way as session key establishment process is perform,
but the main difference is that the random value gen-
erated by biosensor node or GW are new and have no
attaching with the old generated value. The new value
generated by CH. during rekeying phase is and then same
process is carried out for new session key establishment.
The following algorithm steps shows how rekeying are
performed.

1 CH->GW EPgw (PS," || h(PS)) i.e. = PS =1
XOR r

2 GW DdgW (PS," || h PS)"))

3 GW — CHiEps/ (S, [|h (5)) ie. S =PS' XOR
r A\l

Zw

4 CH Dps, (S, [ h (S,)

5 CH — Si Eps (SK' || h (S,
6 S, Ddm(SK' || h (S,)

The algorithm is similar process to the algorithm
of session key establishment except the random value
generated by CH i.e. r,' must be different from r and
also the random value generated by GW i.e. r,
be different from r, .

must
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EVALAUTION AND RESULTS

The proposed scheme is simulated in Opnet 14.5,
because Opnet provide effective environment for wireless
and mobile ad hoc network. OPNET (Optimized Network
Engineering Tools) is efficient simulation software design
for data network (Marghescu et al, 2011). Simulation
of the proposed scheme is carried out using different
test case. In each test case specific numbers of nodes
are selected and its parameters are specified then the
required operations are performed. The experiments
are performed three times, for five nodes, ten nodes
and fifteen nodes simultaneously. The proposed scheme
is analyzed using different parameters, and the most
important parameter is energy consumption. First, we
set topology of the required WBAN for simulation and
then different experiments are performed and the result
are taken in console text form. Then these output result
are visualized using well known data analysis tool.

4.1. Network Topology and Simulation Parameters

We consider nodes on a single body as a cluster. There
is trust between different nodes in a single body, because
they are associated with a single person. These nodes
than elected CH for themselves according to (Dawood
et al., 2011). And the Gateway is connected to biosensor
through CH, so WBAN are three tire networks. There
are certain simulation parameters which are listed in the
following table.

Table 3: Simulation parameter, WBAN (IEEE 802.15.6)

SIMULATION SETUP

Parameter Values
Network Field area (50 x50) meters
Node numbers 05~15
Cluster radius r50 m
Sensing radius 1540 m
Data packet size 40 Bytes
Tx Power 0.1W
E-threshold 10pJ/bit/m2
Channel Type Wireless
Buffer Size 256000 bits
Receiver Power Threshold -95 dBs
Agent Trace ON
E consume 50
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4.2. Analysis of Results

In this section the simulation result are discussed in
detail and comparison of the output results are perform
with the existing work. The following graphs show the
efficiency of our proposed scheme. There are three phases
collectively form a single round of power consumption.
Most power consumption is of data transmission and
processing (computation) with the security provision
(Das, 2009).

A. Communication Cost

We perform three test case of our scheme taking
different set of nodes in order to get efficient result. The
communication cost is found out for 5 nodes, 10 nodes
and 15 nodes. The following Figure 4 shown comparisons
between the proposed scheme and existing work. The
graph shows our scheme give efficient result. And the
main reason of low cost is that we reduce the number
of major operations. i.e. between nodes and GW.

[ Eldefrawy [13]

Communication Cost in pJ [ Proposed Scheme
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Figure 4: Communication Cost.
B. Communication Overhead

One of main issues with most of the cryptography
schemes are they created significant overhead on the
network. WBAN have limited bandwidth, so applying
any security scheme we need to ensure that they create
minimum overhead on the network. The proposed
scheme ensures minimum overhead because of clustering
approach and less number of nodes are involves in heavy
cryptography operation. The out result in following Figure
5 show that our scheme communicate less number of
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bits during session key establishment.

Communication Overhead in Kb [ Eldefrawy [13]
14 [JProposed Scheme

Overhead in Kb

15

10
Number Of Nodes

Figure 5: Communication Overhead.

C. Key Establishment Delay

The proposed scheme takes less time while perform-
ing key establishment because as we stated before the
number of major operations is less in our scheme which
consume more time. The results are compared with the
existing scheme. More responsibility is on CH and GW
which are involved in major operation i.e. pubic key
operation from CH-—-GW. The distance between GW
and CH are taken 10 meter in our scheme. The CH are
then responsible to deliver the establish session key for
all node within a cluster. The communications between
CH and biosensor are based on symmetric encryption,
which take less time as shown in Figure 6.

[ Eldefrawy [13]
[ Proposed Scheme

Time in mil Second

10 15
Number Of Nodes

Figure 6: Key Establishment Delay.

D. Security Analysis

One of the important criteria for efficient security
scheme in WBAN is how much stronger security it
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provides. In proposed scheme key management is based
on ECC in addition with complex cryptography which
increased the computation complexity of the information
exchange. All nodes are pre-loading with public, private
key pairs in network deployment time, to ensure that
legal user can access the network. Our scheme also
achieves forward secrecy, because each transmission
between GW and CH generate a unique session key.
So if attach know some value cannot predict further
session key. A random number generate by CH i.e. 1
and GW i.e. ., is unique. The integrity of the key is
also check each node for the satisfaction that the secret
key is not alters at any step during communication.
Hash value are calculated for checking integrity of the
transmitted information and this action is performed at
each position to ensure that the received value are not
alter by an attacker during transmission.

CONCLUSION AND FUTURE WORK

WBAN are special type of Wireless Network having
many applications. In medical side it sensed vital sign of
human body and sends them to the medical server. The
sensed information related to human body need stronger
security and privacy preservation. Security to WBAN can
be provided through cryptography. Where secrete key
sharing is very important. The proposed research work
is a secure and authenticated key management technique
for WBAN in medical environment. The proposed scheme
ensures secure data transmission and with less consump-
tion of energy of biosensors. The proposed scheme used
the concept used in CDLP (Complex Discrete Logarithmic
Problem) which ensure strong security. The number of
major operations i.e. asymmetric operations are mini-
mized for energy efficiency. In addition, trust is built
within one cluster in WBAN because in a cluster all
nodes related to one body. The communication between
CH and CNs are a minor operation, which is based on
symmetric cryptography. The proposed scheme ensures
that unauthorized users are unable to access the secret
information related to human body. Proposed scheme is
also dynamic and adopt in dynamic situation where node
additions are very important for energy replacement and
real time monitoring of the situation. From simulation
result it is concluded that the proposed scheme is more
energy efficient and resilient against many type of attacks.

In future, we will develop a mathematical model using
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CDLP, which will ensure strong security of WBAN.
We will extend this work by adding new features and
requirements. More tests will be carried out using new
set of parameter e.g. delay in message communication
and overall Quality of Service etc.
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